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8. 邀请会员国查明需要在《京都宣言》涵盖的哪
些领域以国际标准和最佳 做法为基础进一步编制

工具和培训手册，并将这一信息提交预防犯罪和
刑事司法 委员会，以便委员会在审议联合国毒品
和犯罪问题办公室今后可能在哪些领域开 展活动
的时予以考虑

59. 提供优质教育，促进有关法律和政策的提高
认识活动，包括普及与公法 有关的全民教育，

使公众具备必要的价值观、技能和知识，在尊重
法治的基础上， 认识到文化多样性，在公众中培
养守法文化
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Start privacy-by-design and 

integrity education in early 

childhood

Early safeguards System safeguards

Protect learning system-wide​

Implement age-appropriate 

design, caregiver consent, 

encryption from pre-school, 

pursue cyber literacy 

Delineate SDG 4 secure 

learning and SDG 16 justice 

capacity, supported by 

national awareness and 

international cooperation for 

resilient information and 

electoral systems. Create 

secure-by-design platforms, 

proportionate monitoring and 

redress, and use 

privacy-respecting secure 

assessments to model 

integrity

Legal education

Legal education for strong 

institutions.

Pair secure online learning and 

privacy-preserving analytics with 

clinics on chain-of-custody and 

digital evidence, AI procurement 

oversight, human-rights impact 

assessments, anti-corruption, 

and public outreach linked to UN 

Global Dialogue and the 

scientific panel
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For educators and ed-tech leaders: Focus on privacy-preserving teaching tools, clear guardrails, and 

real-world checks that these tools protect students.​

For justice professionals: Teach cross-border electronic evidence, digital forensics, trauma-informed 

support, and joint exercises through the network of the United Nations Office on Drugs and Crime.
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The Cybercrime Executive 

Academy is a concept within the 

United Nations Office on Drugs 

and Crime's broader work to 

combat cybercrime. The UNODC's 

Global Programme on Cybercrime 

develops high-level, 

comprehensive training and 

strategies for member states to 

prevent and respond to 

cybercrime. These initiatives 

include both online and offline 

educational materials, capacity-

building support for national 

criminal justice systems, and 

international cooperation 

frameworks like the potential 

cybercrime convention. 



Run plain-language national campaigns on cyber hygiene and how to check where information 

comes from, with easy ways to report issues and get help.​

At the same time, strengthen public services and elections with resilient systems, clear roles, and 

transparent communication in incidents3



Unlike Member States or intergovernmental organizations like the European Union, the UN  cannot 

provide an incisive regulatory framework. What is listed in the table is just a number of ideas tossed out  

and to be picked as one wants. However, two points seem clear: 

• a common thread throughout all levels of education and training to counter cybercrime by assisting or 

developing new skills to those affected by the advancements of cybercrime due to AI progress, with 

special focus on “women and children” (=“succeeding generation”);

• In 2024, the General Assembly (GA) mandated:

o initiating a comprehensive global framework for dialogue on digital cooperation and AI governance. 

The Dialogue convenes annually for up to two days in the margins of existing UN conferences and 

meetings, alternating between Geneva and New York, featuring thematic discussions and 

presentation of the Scientific Panel's annual report.  FYI: A high-level multi-stakeholder informal 

meeting launched the Dialogue in September 2025 during the General Assembly's high-level week, 

with the first formal Dialogue scheduled back-to-back with the International Telecommunication Union 

„AI for Good Global Summit” in Geneva in 2026, and the second aligned with the  Forum on Science, 

Technology and Innovation for the SDGs in New York in 2027 (GA/RES/79/1);

o establishing the Independent International Scientific Panel on AI and the Global Dialogue on AI 

Governance to deliver annual, evidence-based, non-prescriptive assessments for non-military AI and 

to convene inclusive policy discussions aligned with the Global Digital Compact, i.e,, part of the UN 

Pact for the Future (GA/RES/79/325). +







https://www.linkedin.com/in/slawomirredo ORCID: 0000-0003-2018-4217 Email Address: s@redo.net 
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